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BRI E bt CEEMED) G, AR TR PRt fRn 2 EEHEE s
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. A EEIRFLH

> Microsoft X #i 2022 4£ 5 F| &A2 EHr

ETAEE: 2022-5-10
EFFEAHER: 2022-5-10
fEid: 20225 B 10 B, fMERHm 7T 2022 F 5 BHNBEMTREAS, BE TSR~ mEFER 75
NeeRE. ST REIE: Windows 11 (44 4). Windows Server 2022 (56 4). Windows 10
21H2 (44 1), Windows 10 21H1 (44 1) . Windows 10 20H2 & Windows Server v20H2 (58 1),
Windows 8.1 & Server 2012 R2 (44 1), Windows Server 2012 (42 /). Windows RT 8.1 (34 1)
1 Microsoft Office-related software (4 1), FIFALIARRE, KEETHITHIR, SHdL2IEERE,
RNBUER, AR, HUTIZEAIE, SRBERIRSINES, 12 X Microsoft FIFRR T E&h
TEH, BR5IRBREXNNELESE M,

CVE ®mS NEIRE RarEERRRZZR SR WRYER G
Server 2022

Server, version 20H2
CVE-2022-2 |Windows Network File S |®& Server 2019

6937 ystem ITFRRIBHITIRE  ITEAEHT Server 2016

Server 2012 R2
Server 2012

\Windows 11

CVE-2022-2 Remote Desktop Client [=E& Server 2022

2017 AR TR AR AR T Remote Desktop Client for
\Windows Desktop
\Windows 11

Server 2022

Server, version 20H2
Server 2019
\Windows 10

Server 2016

Server 2012 R2
Server 2012
Windows 8.1
Windows 11

Server 2022

Server, version 20H2
Server 2019
\Windows 10

Server 2016

Server 2012 R2
Server 2012
\Windows 8.1

CVE-2022-2 |Windows LDAP jZf2(i8 [EE
2012 AT AR HT

CVE-2022-2 Remote Procedure Call [EBEE
2019 Runtime IZf2 R TIRIE (R HT
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CVE-2022-2
6925

Microsoft Office Visio i

IS TR

EE
R

Windows 11

Server 2022

Server, version 20H2
Server 2019
\Windows 10

Server 2016

Server 2012 R2
Server 2012
Windows 8.1

CVE-2022-2
6923

Active Directory Domain

Services BRIZTHRIE

=Sl
AR

Windows 11

Server 2022

Server, version 20H2
Server 2019
\Windows 10

Server 2016

Server 2012 R2
\Windows 8.1

CVE-2022-2
1972

Point-to-Point Tunneling
Protocol It IEHITIRIR

=1
AR CH AT

\Windows 11

Server 2022

Server, version 20H2
Server 2019
\Windows 10

Server 2016

Server 2012 R2
Server 2012
\Windows 8.1

CVE-2022-2
9108

Microsoft SharePoint Ser
ver IR TRIRE

[EE
AR CAS AT

SharePoint Server Subscripti
on Edition

SharePoint Foundation 2013
SharePoint Enterprise Server
2016

SharePoint Server 2019

CVE-2022-2
9109

Microsoft Excel Jf2(LHg
TR

[EE
A CAS AT

365 Apps Enterprise
Office LTSC 2021
Office 2019

Office Online Server

3kiE: https://msrc.microsoft.com/update-guide/releaseNote/2022-May
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> %3 Cisco & & & K i IR

AfHHE: 2022-05-29
EFFEAE: 2022-05-29
ERMERS:

Cisco RV110W

Cisco RV130W

Cisco RV215W

fid

CVE(CAN) ID: CVE-2019-1663

Cisco RV110W Wireless-N VPN Firewall Z#322%EERl (Cisco) ATH—RIREEHEE, Cisco
RV110W Wireless-N VPN Firewall, RV130W Wireless-N Multifunction VPN Router #1 RV215W
Wireless-N VPN Router #EF Web NEEREFEE P XEHRE, ZHRiRTEFAREEFTIGIE
FRFIERHEERE. TRENEE BT AEEEN HTTP B Bi%mRERERER S LT ERRE.
=iy

T

Cisco
BRI MERMARITLMESRR, *NTIREGEE:
§&: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190227-

rmi-cmd-ex

> IBM Security SOAR {2 & it 5 /& ¥

ZTEHA: 2022-01-20
BEHAM: 2022-05-30
SERWERS:

IBM IBM Security SOAR 43could
IBM IBM Security SOAR 42
ik

CVE(CAN) ID: CVE-2021-29785

IBM Security SOAR 2% IBM QF—F=G, RIS Resilient, SEHERIZLEBEHINRS
LR, BT SR B s EId — BRI TIME,

IBM Security SOAR 42 #1 43could IRAFEERHERR, ZRRRTEFRIERSA HTTP Pi&(EH8
T, WHEETFRzRRETFEARARKESHEE.

B https://www.ibm.com/support/pages/node/6541974

Y

T
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IBM

IBM EEALLRTH TN RERSE (6541974) LARIBRANT

6541974 : Security Bulletin: IBM&#174; Security SOAR could be vulnerable to a downgrade attack
because of missing Strict-Transport-Security headers for some endpoints (CVE-2021-29785).
B https://www.ibm.com/support/pages/node/6541974

> D-Link DIR-619 %% HH /& 1/

AR 2022-04-10
EHTRHEA: 2022-05-30
SRIRRSR:

D-Link D-Link DIR-619 Ax v1.00
ik -

CVE(CAN) ID: CVE-2022-27289

D-Link DIR-619 E4E&T, (D-Link) ATHI—FRFIEKHSE,

D-Link DIR-619 Ax v1.00 B9 formSetWanL2TP RR#iE/EtfEiEHHIRR. EETF AizRRE T
webpage S SEIELEIRSS.

=iy

JICET

D-Link

BRI mARBRENTHEFRER, BIENERL AR PR ST Al ERLEREERFTR
N

https://www.dlink.com/en/security-bulletin

s B 2 a5 I B £ 70 37 http://www.cncisa.com


https://www.ibm.com/support/pages/node/6541974
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-27289
https://www.dlink.com/en/security-bulletin

[ 5345 2 2 4R (2022 4 05 H 31 HES 251 4D

S AW B ZEES

> HERWMEAATFAHKEREY XY 95000 4 & F 1z R

2022 45 A 6 H, MHuE 8] H K (KEA)IIE KA FRRCEEIZA T KL 9.5 TTHK
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P —EETER, TROHEMENEGEEREE WL Bl BAE S A AR E
Imhi

HA MR B SRS RRERAE 5, BIAH 95000 44 5 KBUE A A5 &t
FEHCHR MR v o X GOR F R I K A F BRI UL, SR S (1 A5 B ER R
HBLE 2022 45 3 H 1 HAE 3 7 3 HAME, HFINERA R —4 R ST S m s Rm
gi . "I R R B NS R A F % PO SR T X e A ME . RATATEAR A,
ATV 55 BARAT 5 BRI, BSOS R A RIFE— O L FREAF A B e e, JfFAh Al AT
CARIATAANOXFEI, EHE RIS TR (B . e S s =y s,

BARRR: CORMMNE KA L P A B 7 X IR, I ORI i@ 5 2 %
MR . HEMERAFGER, COAEE T WHET, RER LA E RS,
I AN RIAT S, ARXA NG B ARFFEAS I R T BEiE s R A R A . AR UL "
RN, HIGE AR L AIRREG ARG R, JATEUA A BU R AR T AT
SEMIERN. " CRIR: XAMES)
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> AEEARESATRRE AT RIELEF

2022 %5 [ 14 H, HAT, bR XRREGEEIEIHESS . ME AL Mk E =77
B G AL, DL AR 2O Z MR PR A A IR NARE RIS 2
RGHHE FIT AR ATIIAE, P4 E AN RRER 2SS
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Bank of Zambiu

PRESS STATEMENT
DISRUPTION OF IT SERVICE TO THE PUBLIC
The Bank of Zambia wishes to inform members of the public that it experienced a partial disruption
to some of its Information Technology (IT) applications on Monday 9" May 2022. The disruption,
which affected some systems at the Bank such as the Bureau De Change Monitoring System and
the Website, emanated from a suspected cybersecurity incident. We wish to advise that these
systems have since been fully restored.

We urge all stakeholders, particularly those in the financial sector, to be vigilant as this incident
may not be isolated.

Issued by

\Q)\ wax ‘\\5
Besnat Mwanza
Assistant Director-Communications
Bank of Zambia
P.O Box 30080
LUSAKA
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