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EFAM: 2021-11-11
ik 11 B 11 B, #EAmT 2021 £ 11 BB EMTRENE, BETHSH"RFEN 55 1%
eFRE. SEMN=REE: 3D Viewer, Azure, Azure RTOS, Azure Sphere, Microsoft Dynamics,
Microsoft Edge (Chromium-based), Microsoft Edge (Chromium-based) in IE Mode, Microsoft
Exchange Server, Microsoft Office, Microsoft Office Access. Microsoft Office Excel, Microsoft
Office SharePoint, Microsoft Office Word, Microsoft Windows, Microsoft Windows Codecs Library,
Power BI, Role: Windows Hyper-V, Visual Studio, Visual Studio Code, Windows Active Directory,
Windows COM, Windows Core Shell, Windows Cred SSProvider Protocol, Windows Defender,
Windows Desktop Bridge, Windows Diagnostic Hub, Windows Fastfat Driver, Windows Feedback
Hub, Windows Hello, Windows Installer, Windows Kernel, Windows NTFS, Windows RDP,
Windows Scripting 1 Windows Virtual Machine Bus, FIF_EiATEE, GEEHTHIR, d%se
THREBRS, IREVBURMER., #FUR, HUTIZENN, SUREEEIRSINES. REE K Microsoft FIF
RRTHANT B, B3I RBEERININELEE M,

CVE /RS AEIRE R Ew BRI SRRt

Server, version 20H2

. ) . Server, version 2004
Microsoft Virtual Machi

CVE-2021-2 R =1 \Windows 10
ne Bus (VMBus) izfgff | _ .
6443 p— TR RO T Windows 11
TR Server 2022
Server 2019
CVE-2021-3 M2 SR S e Visual Studio 2019
711 PSR Y e Visual Studio 2017

Windows RT 8.1

Server 2012

Server 2008

Office LTSC for Mac 2021
365 Apps for Enterprise
Office 2019 for Mac
Office LTSC 2021

CVE-2021-3 [Remote Desktop Client &
8666 IEfECES TR FE ST

CVE-2021-4 [Microsoft Excel Z2INgE [EE

2292 SOE=HE] e THAGE T Office 2019

Office 2016

Office 2013

Excel 2013

Excel 2016
CVE-2021-4 [Microsoft Exchange Ser [ &% Exchange Server 2019
2321 ver iIZtRXEIMITIEIR ARy Exchange Server 2016
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CVE-2021-4 |Microsoft Defender iiz [(h55 ) )
Malware Protection Engine

2298 (LEBITIREIR RIS T

Server, version 2004
CVE-2021-4 |Chakra Scripting Engine[h%5 Server 2016
2279 RFRITRIRE I HT Windows 10

Server 2019

Microsoft Dynamics 36

CVE-2021-4 T EE ,

5 (on-premises)izfef{8g |___ Dynamics 365
2316 . TR AT

TR

i https://msrc.microsoft.com/update-guide/releaseNote/2021-Nov

> IBM Tivoli Key Lifecycle Manager 1z & it 5 /% ¥/

ZfEA: 2021-11-23

EHTREA: 2021-11-25

SRIMRSR:

IBM Tivoli Key Lifecycle Manager 4.1
IBM Tivoli Key Lifecycle Manager 4.0
IBM Tivoli Key Lifecycle Manager 3.0.1
IBM Tivoli Key Lifecycle Manager 3.0
ik :

CVE(CAN) ID: CVE-2021-38980

IBM Tivoli Key Lifecycle Manager (TKLM) ZE3£E IBM AEN—EZAEaEIEIRRGE, 4R
FEREIRMEERFE. BRErFEREm R EEEIEE.

IBM Tivoli Key Lifecycle Manager 3.0, 3.0.1, 4.0 1 4.1 iRAFHEERMER. mEREETFBZER
RNBRMERIAH—TBERR.

§&E: https://www.ibm.com/support/pages/node/6518326

=iy

& T

IBM

IBM BEALLRT T — 1 REAE (6518326) LIRIERANT:

6518326: Security Bulletin: Application error in IBM Security Guardium Key Lifecycle Manager
(CVE-2021-38980)

B https://www.ibm.com/support/pages/node/6518326
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> Adobe Acrobat Reader DC #4242 W X % 1 & 7

ETAM: 2021-05-11

EFFEAHER: 2021-11-23

SRMRSR:

Adobe Acrobat Reader DC <= 2021.001.20150
Adobe Acrobat Reader DC <= 2020.001.30020
Adobe Acrobat Reader DC <= 2017.011.30194
ik :

CVE(CAN) ID: CVE-2021-28560

Adobe Acrobat 2—& PDF X{44iEFNtEi TH, Adobe Acrobat Reader 2—2% PDF &S58. 1%Lt
FAFHIED, &EF0ERE PDF,

Adobe Acrobat Reader DC (R E FKimtiwiE. KEE I AZBEIITERRE.

$&#%: https://helpx.adobe.com/security/products/acrobat/apsb21-29.html

=iy:

BT

Adobe

Adobe EZ AR T —PMRENE (APSB21-29) LARIERANT:

APSB21-29: Security update available for Adobe Acrobat and Reader | APSB21-29
$&#%: https://helpx.adobe.com/security/products/acrobat/apsb21-29.html

> Desdev DedeCMS & it Jii 2< i R

AZ%HHHEI: 2021-10-22

EHRHEA: 2021-11-19

SRIRMES: Desdev DedeCMS 7.5 SP2
iR :

CVE(CAN) ID: CVE-2020-36496

Desdev DedeCMS (RENBEEZRS) EFEEEML (Desdev) ARIN—EET PHP IHRANSE
BRE (CMS), ZRAZEEAET AN, NAEHE. NBHENNSREREIR,

DedeCMS 7.5 SP2 hRAHHIZEMH sys_admin_user_edit.php IFEISuLHIARIRE. BEE IR AZREE
i filename, mid. userid #1templet S¥SEEEILHIARIT,

Y-

IR T

Desdev
BRI BE&AH T HENT LMEEX N Z2R#, B2 miIERTE:

http://www.dedecms.com/products/dedecms/downloads/
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