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> Cisco Integrated Management Controller %47 \J& ¥

&ETHE: 2019-08-23

EFFEHER: 2019-08-26
SRWRSR:

Cisco IMC Software Release < 4.0
Cisco IMC Software Release < 3.0
Cisco IMC Software Release
ik :

CVE(CAN) ID: CVE-2019-1885

Cisco Integrated Management Controller (IMC) 2—ERFX UCS (R—itERF) #HTEEBHIHR
.

Cisco Integrated Management Controller §9 Redfish thi{thiFEL 2R, AIFERSHIRIEANTIER
HEENER®S, MTIREL root IR, IWRREIETXAFBARIERTS.

<*3i&: Cisco

§&: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190821-
imc-cmdinjec

*>

BN

I EwhT:

Cisco

Cisco BEEHEIR T —INLENE (cisco-sa-20190821-ucs-cimc) LARAERANT:
cisco-sa-20190821-ucs-cimc: Cisco Integrated Management Controller Command Injection
Vulnerability

§&E: https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20190821 -ucs-cimc

» D-Link DIR-823G #4 N

AHE: 2019-08-23
SEFEE: 2019-08-27
SRMRSR:

D-Link DIR-823G 1.0.2B05
fEik -
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CVE(CAN) ID: CVE-2019-15527

D-Link DIR-823G E—F T4 IRHES,
D-Link DIR-823G 1.0.2B05 FRAEH, HNAP1 BESSIENER, ZRFAITF SetWanSettings £
MaxldTime =E&, IEETFBIZRBREIITEZEIGE.

<*3ZiE: vendor
*>

BN

@& T

D-Link

BRI BRSERARN TS EARER, FA TN ERL AR KT BRYERLASREEGRHTRAS :
http://www.dlink.com/

&%

https://github.com/TeamSeriOus/pocs/blob/master/iot/dlink/823G-102B05-6.pdf

> Adobe Experience Manager £ B X & 1T R H

AZ%mBH: 2019-08-13
EFiEHA: 2019-08-19
ERMERSR:

Adobe Experience Manager 6.5
Adobe Experience Manager 6.4
ik :

CVE(CAN) ID: CVE-2019-7964
Adobe Experience Manager (AEM) —Er] (T8 MukL. s AR IRBrN NS SRR,
Adobe Experience Manager 6.4 iR, 6.5 IRAESLIHFESHIIESTIRRE. KEE T BZER
SEIREABRIIT. WRRNEEER SAMLE) AEM,

<*3j&E: zb3 Robert Lowery
§&E: https://helpx.adobe.com/security/products/experience-manager/apsb19-42.html
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Adobe BEAIAMR T — L2 E (APSB19-42) LARERANT:
APSB19-42: Security updates available for Adobe Experience Manager | APSB19-42
§&: https://helpx.adobe.com/security/products/experience-manager/apsb19-42.html

> IBM Cloud Automation Manager %2 i

KTEHA: 2019-08-27

EHEH: 2019-08-29

SRMRSR:

IBM Cloud Automation Manager 3.1.2
ik :

CVE(CAN) ID: CVE-2019-4133

IBM Cloud Automation Manager 2 IBM Cloud Private R EIBBRGE, BTESNIMNETER
EREMEN.,

IBM Cloud Automation Manager 3.1.2 iR A7 EAZ 2RI Content-Security-Policy #x3LiEiRE, alFE=
FixFFIE{TEEXHIA,

<*3i&: vendor
Bz http://www.ibm.com/support/docview.wss?uid=ibm10967359

*>

BN

@& T

IBM

BRI BMEEAM T AR T LUMES XN L2, B2 miER TE:
https://www.ibm.com/support/knowledgecenter/en/SS2L37 3.2.0.0/cam upgrade cam.html
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We are leading the response to a ransomware
attack on at least 20 Texas local government
entities. For more information, including
#ransomware facts and cybersecurity tips see
our attached guides and visit our website at
dir.texas.gov/View-About-DIR ...
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